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Chapter 1

Law & Business on the Web: Sources of Contract Cyberlaw

As long as we have engaged in commerce – as long as we have used a legal system - the law has recognized the idea of a contract. A contract involves an exchange of promises that a court will enforce. In commercial transactions, the parties exchange promises. The seller promises, for example, to deliver a notebook computer and the buyer promises to pay the agreed price to the seller. Commercial transactions are predicated on the belief by both parties that the exchanged promises are legally enforceable. Without a belief in contract enforceability, many customers and businesses would not be willing to risk their time and resources. This idea holds true both for sales at the local convenience store as well as for sales over the Internet.

Contract law developed initially when most agreements were fashioned in face-to-face meetings between the parties. Details were discussed, arguments were made, negotiations continued and, finally, an agreement was reached in person. For example, a seller wishing to sell his horse showed the horse to a prospective buyer. The buyer was able to examine the horse and ask questions. The seller answered the questions, providing important details that would eventually become part of the agreement between the parties. The buyer countered with different terms about price or time for delivery. Eventually, the parties formed a contract based on terms communicated and understood by each. The courts developed laws based on this method of contract formation.

Today, of course, contract formation may be performed in a different fashion. The problem the courts face is how to apply contract principles from prior times to problems based on current technology. The basic tool of commerce remains the contract. However, how do contract rules based on face-to-face negotiations apply to goods bought over the Internet? How does the concept of written evidence apply to a contract based on an exchange of digital information via the Internet?

It is helpful to identify the general sources of contract law before beginning a discussion about specific contract laws. Understanding the general sources of law allows a business manager to better understand specific contract rules. The following materials provide an outline of contract law sources. 

Sources of Contract Cyberlaw
Have you watched a professional football game? The National Football League rules can be difficult to follow and understand. Further, the rules change often. For example, initially football officials did not use television replays. Then the rules changed, allowing the use of replays. After criticism about delays from the use of replays, the rules again changed, excluding replays. Later, the league returned to a limited use of television replays after criticism about mistakes on calls by the officials.  

At least with the use of replays, the procedures involved are clear. Other rules are complicated to apply. Is an offensive tackle properly blocking or using his arms to hold? Is a defensive back legitimately trying to intercept a pass or wrongfully interfering with the receiver? Is the quarterback properly trying a pass or illegally grounding the ball? The rules can be complex and subjective.

Now imagine a football player has to know and follow two sets of rules, professional and college, in the same game. Often the rules are the same. However, at other times there are significant differences. For example, college football requires a receiver to have one foot in bounds after a catch. Professional football requires two feet in bounds. In our imagined scenario, a player would need to know both sets of rules and know when each applied. College rules could apply, for example, in the second quarter, the first five minutes of the third quarter, and the last three minutes of each game. Reverse the rules for games played on Saturdays or Thursdays. For games played on Mondays, professional rules apply to all situations, unless the home team files for a waiver of this rule, in which case the Sunday rules apply.

Does this sound complicated? Unfortunately, working in e-commerce may be much more complex than our football example. There are more than two sets of rules. In international commerce, there are hundreds of sets of rules. That is, as e-commerce touches every country around the world, the laws from these countries are potentially involved in an e-commerce dispute. These laws are fluid, changing to adapt to changes in business and society. Even operating solely within the United States, there are fifty different state statutory complications. Common law varies also by state. There is the possibility of federal law applicable to a given dispute.

With complexity comes opportunity. The business that learns to perform with the boundaries of cyberlaw will have a competitive advantage over the business unable to learn the rules of the game. A simplifying factor is the similarity of some sets of laws that apply to e-commerce. With our football example, all football rules will share some common points. If you understand the general philosophy of the game, you will adapt to the variations in the rules. This holds true for cyberlaw, to at least a partial degree.

Today, the following sources of law may be applicable to a contract cyberquestion.

Common Law – In the Unites States, the common law refers to each state’s judicial opinions in areas where statutory law is not present. Many questions of contract law are controlled by state judicial opinions, that is, the common law. For example, a state’s common law controls questions about contract fraud, unconscionability, capacity, consideration, offer and acceptance, and remedies. This common law comes from court opinions over the decades of the state’s history, providing judicial answers to questions raised by parties to a dispute. Common law varies state by state, causing difficulties as most Internet transactions involve parties from more than one state.

Uniform Commercial Code (UCC) – The National Conference of Commissioners on Uniform State Laws (NCCUSL) organized in the late 1800s to provide uniformity of law among the states. Today, the NCCUSL is comprised of more than 300 judges, practicing lawyers, and law professors. This group drafts proposals for uniform legislation on a wide variety of subjects. After adoption of a uniform law by the NCCUSL, the group presents the law to each state for consideration. Until adopted (if ever) by a given state, the proposed uniform law has no legal effect in that jurisdiction.

One of the most successful NCCUSL projects has been the Uniform Commercial Code. Drafted and proposed in 1949, 49 states have adopted the UCC. The fiftieth state, Louisiana, has adopted parts of the UCC. The UCC supplements and overrides portions of the state’s common law, particularly UCC Article 2 on the sale of goods. (A good is tangible, personal property. Personal property is everything that is not land; tangible property has a physical existence -you can touch it.)  UCC Article 2 will apply where an e-commerce transaction involves the sales of goods.
Uniform Computer Information Transactions Act (UCITA) – The National Conference of Commissioners on Uniform State Laws also prepared the Uniform Computer Information Transactions Act. UCITA, approved by the commissioners in July 1999, has not proven to be as popular as the UCC. At least 27 state attorneys general, the Federal Trade Commission, and several industry groups oppose UCITA because of perceived deficiencies in consumer protection and in other areas. Few states are likely to adopt UCITA without significant changes. So far, only Maryland and Virginia have adopted this law. 

UCITA covers licensing contracts in computer information. UCITA does not cover sales contracts. Examples include licensing contracts to create computer software, to allow for access to computerized databases or computerized music, and contracts to distribute information on the Internet. Licensing of computer information, versus sales of such, is popular because a vendor licensing the computer information contains more control over the use of the information than with a straight sale. 

Uniform Electronic Transactions Act (UETA) – Like UCITA, the National Conference of Commissioners on Uniform State Laws completed UETA in July 1999. Unlike UCITA, UETA has proven to be popular. Through 2005, 47 states and the District of Columbia have adopted UETA.

UETA is mainly a procedural law. That means that UETA does not provide substantive rules about the nature of legally enforceable agreements. UETA does provide rules about the role of electronic transactions within the rules of contract law. Primarily, UETA does the following:

· Provides for the enforceability of contracts based in whole or part on electronic records, messages, or media.

· Defines and validates electronic signatures.  (UETA does not specify the technology to be used for the electronic signatures.)

· Provides that electronic records and messages satisfy the Statute of Frauds.  (Under the Statute of Frauds, state law sometimes requires that a contract be in writing, signed by the party refusing enforcement.)

· Promotes electronic recordkeeping.

· Provides for party authentication in electronic transactions.
· Provides for the enforceability of contracts based on the use of electronic agents.

A key point from UETA is that this law only applies to transactions in which each party has agreed to use some electronic communications. The rules in UETA are “default” rules, meaning the parties may agree to vary, alter, or ignore the UETA rules.  
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Electronic Signatures in Global and National Commerce Act (E-Sign) – E-Sign was passed by Congress and signed into law by the President on June 30, 2000.  E-Sign builds on several of the ideas in UETA. In fact, in some areas E-Sign draws its language direct from UETA. Unlike UETA, however, E-Sign is federal law applicable in all fifty states. With E-Sign, federal law now reinforces the position that e-commerce and e-contracts are potentially as binding as traditional contracts and commerce.

There are some differences between E-Sign and UETA. In particular, there are two areas where UETA is more comprehensive than E-Sign:

· Attribution. Section 9 of UETA provides rules for attribution of electronic records and signatures. With electronic transactions, there is room for the argument that, although my name appears in an electronic record, I did not sanction or know of that transaction. E-Sign is silent on this problem; UETA is not silent.

· Errors in Electronic Transmissions. UETA has rules in §10 governing the issue of faulty transmission of electronic information. E-Sign is silent on this issue.

Like UETA, E-Sign validates electronic signatures without specifying a particular technology. Some earlier state laws required a specific electronic technology. For example, Utah provided for digital signatures employing dual key encryption technology. The Utah law was preempted by UEAT and E-Sign, allowing all electronic signatures regardless of the technology used.

For states adopting the official version of the UETA, E-sign is not applicable in that state.

The United Nations Convention on the International Sale of Goods (CISG) - The United States is a party to an international agreement, the United Nations Convention on the International Sale of Goods. The CISG is similar in many respects to the UCC, but different in other important areas. CISG applies to international sales of goods involving US parties and participants from other countries that have also adopted the CISG.

The CISG is model legislation drafted under the direction of the United Nations Commission on International Trade Law (UNCITRAL). It is based primarily on the French Civil Code. Like the above discussion of the UCC and the National Conference of Commissioners on Uniform State Laws, the United Nations has no direct lawmaking authority. The legislation drafted under direction of the UN is offered to each nation for its consideration. The CISG is law for US companies in international sales transactions only because the US adopted this model legislation, as have most of the major trading partners in the world.

UNCITRAL’s Model Law on Electronic Commerce - 

Besides the CISG, UNCITRAL has also drafted a model law on electronic commerce. This law has not yet received widespread adoption. The US, for example, has not yet ratified the law. UNCITRAL’s model law is similar to our UETA.

Chapter 2

Law & Business on the Web: Selected Contract Cyberlaw Principles

The basic tenets of contract law are very old. Over the years, American courts have developed rules outlining the requirements for legally enforceable agreements, contracts. Building on the British common law system, our courts have adopted rules governing contractual relationships. Most states have settled on basic contract requirements. An agreement must satisfy the following six requirements in order to be an enforceable contract:

1. Mutual Assent. The first contract requirement is that the parties must have reached an agreement, an offer followed by an acceptance. This agreement is called mutual assent. The courts will not find a legally enforceable agreement exists between parties without, at a minimum, finding the parties in fact reached an agreement.

2. Genuine Assent. An agreement reached can be voided if the agreement was procured through fraud or misrepresentation. In some cases, mistake on the part of the parties may render an agreement unenforceable.

3. Consideration. The courts require that each party must exchange or promise to exchange with the other side something of legal value. This exchange is called consideration. Under this rule, promises to make gifts, for example, are not usually enforceable. In a gift situation, only one side is exchanging something of legal value. The gift recipient is not furnishing consideration.

4. Capacity. The courts also require that each side have the ability to understand the import of their promises, that is, each party must have capacity. Persons judicially declared incompetent lack contractual capacity. In addition, minors and intoxicated individuals have limited capacity.

5. Legality. To be enforceable, agreements must have a legal purpose. For example, agreements to fix prices between competitors, or agreements that are extremely unfair –unconscionable- are illegal and unenforceable.

6. Written Form. Last, some agreements must be in writing and signed to be enforceable. Examples here include contracts to sell land or to bequest property to another in a will. Most contracts are not required to be in written form.

Contract law remains in a state of transition. The above contract requirements are being applied to e-commerce, invoking questions not anticipated when the rules were created. The amount of change in contract law -the level of activity- has not been seen before in our legal system. Judges and lawyers alike are attempting to stay ahead of the curve. The following topics identify some of the current areas of interest in contract cyberlaw.

Electronic Contracts

As mentioned above, basic contract law requires that there is evidence of an offer followed by an acceptance as a requirement for creation of a binding contract. This mutual assent provides evidence of the parties’ intentions to enter into a binding agreement. Simply, mutual assent requires that there is evidence the person receiving the offer (the offeree) said yes to the terms offered. John offered to sell Mike a stereo system for $300 and Mike responded yes to the offer. In cyberspace, however, John and Mike are not dealing with each other physically. Rather, the interaction is electronic. 

An electronic “click on” agreement is the commonly accepted approach to dealing with contract acceptance in cyberspace. There, an offeree’s acceptance is manifested by the offeree clicking an onscreen icon or button, stating “I agree” or “I accept” the offer. Is clicking on a computer screen an enforceable contractual acceptance? The general answer is that online contracting is as enforceable as ordinary contracting. 

Under UCITA, §112, a click on acceptance is binding as long as the offeree had an opportunity to review the offer terms before acceptance. As noted above, however, only two states have adopted UCITA. Under federal law, E-Sign, an electronic acceptance should be as binding as a traditional acceptance. The UETA, §7(a), also supports the enforceability of electronic (click on) acceptance: “A record or signature may not be denied legal effect or enforceability solely because it is in electronic form.”

Attribution

One problem involved in electronic contracting is the possible argument from the offeree that he “never accepted the offer.” “The computers are in error.” Unlike traditional contracting, there may be no witnesses to verify the alleged acceptance. Ultimately, this type of dispute will reduce itself to a battle over which party has the best evidence. E-sign is silent in this regard. UETA has Section 9 relating to attribution.  Under Section 9, it appears the court battle will involve computer experts speaking to the technology aspects of the procedures used by the parties. The question becomes, does the technology used verify the click on acceptance?

Contract Terms

Standard form contracts are used extensively in commercial transactions. Standard form contracts are, as the name implies, standardized agreements prepared by one party. These predefined agreements are offered to customers on a take-it-or-leave-it basis. Common examples include contracts from health, life, or casualty insurance companies, loan documents from banks or financial institutions, or enrollment agreements from colleges and universities. Standard form contracts are a necessity in many situations due to the cost of individually negotiating each contract, along with the need for uniformity in customer treatment. As a general proposition, standard form contracts are legal and enforceable.

Internet contracting relies heavily on standard form contracts. The Internet seller usually posts the contract terms on the website. An electronic acceptance of an offered product usually explicitly accepts all of the posted contract terms. These terms are ordinarily tilted toward the Internet seller. Common terms include choice of forum and choice of law clauses. There the seller states that all lawsuits must be brought in the seller’s home jurisdiction, not where the buyer resides. The applicable law will usually be the law in the seller’s jurisdiction. Other terms may include restrictions on warranties and remedies should there be a problem with the product or service purchased. 

Generally, the contract terms posted with the offer will control the parties’ agreement, assuming the offeree accepts these terms. The offeree may attempt to argue that even though he accepted the offer, the terms were “hidden” through poor placement or small type. In addition, the offeree may attempt to argue that even though she accepted, the terms are unconscionable and unenforceable. Unconscionable contracts are ones where one party had no choice but to accept the terms, and the terms were so one-sided and unfair as to “shock the conscience.”

PRACTICE POINTS
The following suggestions will enhance the enforceability of electronic contract terms:

Notice – The offeree/purchaser should be clearly informed that purchase of the offered goods or services is coupled with the posted contract terms from the seller.  

Placement – The above notice and the “acceptance” button should be located where the offeree must scroll through the terms of the offer to arrive at the acceptance button. This at least ensures the offeree had the opportunity to read the offer terms.  

Conspicuous type size & color – The offered terms should be conspicuous in some fashion. The type size should attract notice by the purchaser. Consider using a different color font.

Early exit – The online purchaser should have options to exit the purchase transaction at any point in the process. This minimizes the argument by the buyer that the “acceptance” was accidental.

Affirmative acceptance – Better than an acceptance button or icon is a requirement that the buyer type “I accept” or “I reject” after the offer terms. An affirmative act by the purchaser provides better evidence of the intent to accept.

Registration - A registration requirement by the purchaser provides additional evidence that the purchaser did accept the offer terms.  (That is, the purchaser would not have registered the product without an intention to purchase the product in question.)

Electronic evidence – The Internet seller should maintain appropriate electronic records establishing the online purchaser’s acceptance. For major purchases, the seller could consider requiring digital signatures or other verifiable electronic evidence.

Advertisements

Courts across America have generally held that advertisements are not contractual offers and therefore not binding on the seller. The courts use this rule for several reasons. One important reason is the concern that an opposite ruling – that is, a ruling that advertised prices are binding- would subject the seller to the possibility of breach of contract damages. This possibility exists whenever more customers attempt to purchase an advertised product than supplies allow.

Neither E-Sign, nor UETA, nor UCITA override the common law rule regarding advertised prices. The concerns expressed by the courts are especially relevant regarding Internet sales. A seller could offer goods for sale on the Internet and have thousands or tens of thousands orders entered, orders beyond the seller’s capacity to fill. The courts will probably continue to hold that advertisements, Internet or otherwise, are usually not binding contractual offers.

PRACTICE POINTS

Advertising Restrictions - The advertising rules do not give a blank check to a seller to engage in unethical behavior. For example, it is illegal under Federal Trade Commission rules to advertise a product with nonexistent or insufficient inventories, intending to switch consumers to other products when the advertised product is unavailable. This practice is called bait and switch. 
Binding Advertisements - Further, if an advertisement is very specific and detailed regarding the product offered, the quantity available, and the price, the advertisement may be binding. 
Electronic Agents

Most e-commerce transactions utilize electronic agents. When you purchase a novel from Amazon.com, for example, you are interacting with an electronic agent, not an individual. The computer software program collects the necessary information and enters the purchase transaction into the company records. Is such a transaction binding?

Under UETA, an electronic agent is defined in §2(6) as “a computer program or an electronic or other automated means used independently to initiate an action or respond to electronic records or performances in whole or in part, without review or action by an individual.”  Contracts created by electronic agents are enforceable according to UETA Section 14.
Minors

Generally, a minor is any individual under the age of eighteen. Under American common law, a minor has limited contractual capacity. In a practical sense, this means a minor can enter into an agreement and later disaffirm that agreement due to a lack of capacity. For example, a seventeen-year-old could purchase a car, use the car for several months, have an accident damaging the car, and later disaffirm the contract. Under the common law of most states, the minor would receive back his entire purchase price while returning only the damaged, depreciated car. If the car had been stolen, the minor could disaffirm, receive his money back, and return nothing to the seller.

Sales to minors on the Internet can create legal problems. It is more difficult to ascertain a person’s age when dealing over the Internet than when dealing in person. An e-commerce seller does not wish to sell expensive goods over the Internet, later being required to return the purchase price to a minor.  

A forum selection clause may help provide protection for an Internet seller. An effective forum selection clause will require the purchaser to sue the Internet seller in the seller’s home jurisdiction. A minor from New Jersey, for example, will not be likely to travel to California to seek the return of his purchase price. The problem is that the forum selection clause is in the same contract that the minor is disaffirming. A court would probably find that the minor was not obligated to follow the forum selection clause and could sue in his home jurisdiction, if that is where the product was purchased or delivered. Now the Internet seller may be required to suffer the expense of litigating in distant locations.

Another Internet strategy would be to require the purchaser to affirm that she is not a minor. The hope is that a court will hold the minor’s misrepresentation about her age will stop her from disaffirming the contract. Courts from different states are split on whether a misrepresentation of age will stop a minor from disaffirming.  

PRACTICE POINTS
There is no sure method of protection for Internet merchants regarding contracts with minors. The best strategy combines the following:

Statement - A statement that the purchaser is an adult, 18 years old or older. 
Forum Selection Clause - A clause in the online contract selecting the seller’s jurisdiction as the location of any lawsuits about the contract. 
Credit Card - Required credit card numbers or employment addresses, information that a minor may not have access to. 
Risk Assessment - An internal risk assessment identifying the costs of selling without proof of age versus the benefits of such transactions. 
Mistake & Errors

The common law recognizes the concept of contract mistake. Contract mistake is classified as either unilateral or mutual. A unilateral mistake refers to a situation where one but not both parties makes a contract mistake. For example, a seller may offer goods over the Internet for $500 each, when the actual price was to have been $5,000 each. The seller mistyped the price quote. In the case of such unilateral mistake, the common law rule is that the mistaken party is bound by the mistake, unless the other party knew or should have known of the error. Would a reasonable buyer recognize that $500 could not be the correct price?

The other type of common law contract mistake is mutual mistake. There both parties are mistaken about some aspect of the agreement. Generally, where both parties are mistaken, either can rescind the agreement, except in cases of mistaken value. If both parties are mistaken as to the value of a item for sale, the contract is enforceable.

Related to the concept of mistake is transmission errors.  UETA has Section 10 relating to electronic error: 

Warranties

Warranty law generally pertains to the quality and functionality of a purchased product.  “This car’s transmission is guaranteed against defects in workmanship or defect for five years or 100,000 miles.”  “Summer Dream tanning cream is safe when used as directed.”  The UCC contains warranty law pertaining to all sales contracts involving goods. There, the law creates both express and implied warranties. There are three methods of creating express warranties, as outlined in UCC Section 2-313.
In addition to express warranties, the law creates an implied warranty in every sale of a good by a merchant, unless disclaimed. The implied warranty provides that the good purchased is of average quality, fit for the ordinary purpose for which such goods are used.  

Business on the web presents interesting warranty questions. For example, what if a financial services website misreports a small manufacturing company’s earnings, stating a large company loss as a profit. A visitor to the site reads the misinformation and purchases stock in the manufacturing company. Later the stock plummets, causing the investor significant financial losses. Is the financial services website liable of breach of warranty dealing with the accuracy of information posted?

The traditional rule regarding the dissemination of information is that the party transferring the information does not automatically warrant the accuracy of the information unless that party has a contractual or fiduciary relationship with the recipient of the information. Liability would only exist based on a specific contractual relationship between the parties.  
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